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ENHANGEMENTS T0 DETEGO FIELD

1. Resume paused or skipped Ballistic Imager acquisitions with ease

You can now carry out a Ballistic extraction job from its previous paused or skipped status.

2. Add a RAM extraction job when configuring a Ballistic extraction

You can now add the RAM extraction job from the Ballistic extraction configuration screen.
When rebuilding the Ballistic extraction with RAM data included, Detego Analyse will check if
the RAM processor job has been run and suggest doing so.

3. See a count of active file extensions selected when configuring a logical
extraction in Detego Field

When configuring a Detego Field Logical extraction, we added a counter showing the
number of extensions extracted compared to all file extensions for that type.

4. View the total number of Keywords and Hash Matches on your Field
reports

¢ We now display the number of keywords and hash matches on the Keyword/Hash
reports.

e We automatically detect and display a CAID Hash Match Category when adding a
compatible hash set.

. 5. An updated layout for the Keyword and Hash Matches report

We have updated the layout of the System Information and Internet Artefacts reports to
make them easier to read.

6. Enjoy full functionality of Disk Inspector

The performance of the Disk Inspector has been greatly enhanced, resulting in a more
robust file viewer and significantly faster preview of files and videos than before.

7. Japanese localisation now available for Detego Field

The Detego Field Ul is now available in Japanese.
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8. Streamlined Exhibit Naming Convention on Field and Analyse

The minimum exhibit name length in Detego Field and Detego Analyse is now consistent.
This change makes the process of importing Field exhibits into Analyse smoother.

9. New Capabilities for the Device Metrics Job in Detego Field
¢ We have added Search Terms to the Device/System Metrics Job.

e Search Terms will now be included in the System Information HTML report.

ENHANCEMENTS T0 DETEGO ANALYSE

1. Updates to the OCR Processing Job for greater flexibility

With the release of Install Manager v2.1, we have introduced both Fast and Accurate
versions of every selected language. This new feature allows you to choose which version to
use when setting up the OCR processing job, and you can now easily access the Fast and
Accurate processing modes through the OCR processing job Ul.

2. A New Ballistic Rebuild Viewer for improved usability

We've improved the usability of the Ballistic Rebuild feature by moving the standalone view
from its fixed panel to a new window, which can now be repositioned and resized as
needed. We've also added a warning message for cases where an image is too large for the
storage volume during rebuild. If the image is being rebuilt to an EO1 file, you will be warned
but can still proceed with the rebuild. These changes also apply to Ballistic Rebuilds using
the Field Import panel.

3. Improvements to Logical Extractions and Carving to speed up your
investigations

A new 'reject safe hashes' feature replaces 'NSRL rejection lists' in the Field application. As a
result, the following changes have been made to the Logical Extraction Ul panel:

¢ Anew toggle excludes files whose hash value has been tagged as 'safe.' You must
designate at least one hashlist as 'safe' to use this feature.

e The toggle above has also been added to the File Carving Configurations Ul.

4. Introducing a New Intuitive Detego Report and Report Viewer
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e This version previews the new Detego report that has more intuitive report-building

functionality. The existing Detego and actionable intelligence reports will remain in
Detego Analyse before they are phased out in favour of the new report.

e The new report comes with a new viewer that makes browsing the report's contents

easier and enables the report to be exported or printed.

e The new report builder enables reports to be exported as DOCX, RFT, Image, CSV, Text,

XLS, XLSX, HTML, MHT and PPT (in addition to the PDF and HTML options that are
available in the previous version).

A New Installation Wizard on the Install Manager

The Detego Install Manager v2.1 includes a wizard-style interface that complements the
existing checklist view. The new interactive wizard lets users choose the modules to
download and install.

A New MSAB XRY Importer & Exporter for greater Interoperability

We have introduced an importer to ingest MSAB XRY data (.msabnuix file format) and an
exporter to transfer cases from your Detego system to MSAB XRY software (.xry file format).

Improvements to carved and deleted file support for better
classification

This version of the software extends support to files stored in unallocated space. These files
are now classified based on their deleted/recovery source property, indicating whether they
are live, carved from a live partition, or carved from unallocated space. Files falling under
this category are now classified as 'Deleted/Recovered Files'. Recovering deleted files
typically requires additional effort to reconstruct them from one or more raw data sources.
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Please note that the 'Deleted/Recovery Source' filter has replaced the deleted filter
for recovered and deleted files. You can use this new filter to identify the relevant
files as required. To exclude all deleted/recovered files when filtering in the evidence
browser, simply unselect 'Deleted/Recovered Files' in the 'Evidence Type' filter panel.
The source for files that have been recovered are as follows:

e Carved File System Unallocated: A file recovered from unallocated portions of a
known file system; these are typically considered as deleted files.

e Carved File System Allocated: A file recovered from allocated portions of a known file
system; these are typically considered as active/live files.

e Carved Partition Raw: A file recovered from a partition with an unknown structure;
these could be active/live or deleted files.

e Carved Disk Raw: A file recovered from a raw disk with an unknown structure; these
could be active/live or deleted files.

¢ Windows Recycle Bin: A file recovered from the Windows Recycle Bin, metadata such
as file name is also recovered; these are typically considered as deleted files.

e macOS Trash: A file recovered from the macOS Trash, metadata such as file name is also
recovered; these are typically considered as deleted files.

On the Evidence Browser view, files with a 'carved' recovery source will have a 'knife' icon
overlaid, and files recovered from a recycle or trash folder will appear with a 'trashcan' icon
overlaid.

8. Updates to Naming Remote Acquisition Agents for easier identification

Remote Acquisition agents can now be renamed with nicknames, making it easier to
identify them when viewing agents in Detego Analyse.

9. Updated Passware Support

This version supports Passware 2023, with Passware 2022 and 2021 still supported.

10. Japanese localisation now available for Detego Analyse

The Detego Analyse Ul is now available in Japanese.
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